~ BOCONGAN CONG HOA XA HQI CHU NGHIA VIET NAM
CONG AN TINH AN GIANG Poc Iip — Ty do — Hanh phiic

S62231 /CAT-PAOS An Giang, ngayl6 thdang 5 nam 2026
V/v thong bao phuong thuc, thu
doan hack tai khoan mang xa hoi,
nhén tin muon tién

Kinh giri: Dong chi Chu tich UBND tinh An Giang

Thoi gian gﬁn day, dbi tuong loi dung cong nghé cao thuc hién hanh vi vi
pham phap luat trén khong gian mang dang c6 chiéu huéng dién bién phic tap,
nhat 14 toi pham ltra dao chiém doat tai san. Di tuong co trinh d§ cong nghé thong
tin (ca trong va ngoai nudc) ¢o6 xu hudng nghién ciru cac loai ma doc phat tan trén
khong gian mang dé chiém quyén str dung tai khoan mang x4 hoi: Zalo, Facebook,
Telegram, Messenger...tir 4o débi tuong st dung céc tai khoan chiém doat duoc
phuc vu vao hanh vi vi pham phap luat. Mac du céc co quan chirc nang trén dia
ban tinh d thuong xuyén canh bao, tuyén truyén vé phuong thirc, thu doan cua
dbi tuong tuy nhién van con mot sé trudng hop trd thanh nan nhan cua toi pham.

Trén dia ban tinh An Giang gan day xuat hién phuong thuc, thu doan dbi
tugng loi dung khong gian mang, dang tai cac bai viét trén cac nén tang mang xa
hoi kém lién két truy cap c6 chira ma doc, da xay ra mot sb truong hop nhung gay
ra hau qua. Khi nan nhan nhén vao céc lién két nay, tai khoan mang xa hdi (Zalo,
Messenger...) ctia nan nhan s& bj chiém quyén st dung. Tir d6, d6i tuong nhan tin
vao danh sach ban be, nguodi than ciia nan nhan voi cac ndi dung muon tién, lira
ddo chiém doat tai san. ... Pic biét, cac tai khoan ngan hang nhan tién do ddi tuong
cung cép déu trung tén chu tai khoan mang xa hoi bi doi tuong chiém doat, diéu
nay 1am cho nhiéu ca nhan tin tudng, chuyén tién theo yéu cau khi chua xac minh
thong tin. Pay mic du 13 phuong thirc, tha doan cii tuy nhién d6i twong da loi
dung long tin, so hdcua nan nhan dé thuc hién hanh vi vi pham phap luat va nhiéu
ca nhan da trd thanh nan nhan cta loai to1 pham nay.

Trudce phuong thue, thu doan cua to1 pham cong ngh¢ cao nhu trén, Cong
an tinh An Giang kinh dé xuat déng chi Chu tich UBND tinh chi dao céc s, ban,
nganh, doan thé, UBND cac x4, phuong, dic khu trong tinh ting cudng cong tic
tuyén truyén dén toan thé can bd, cong chtrc, vién chirc mot s6 noi dung sau:

1. Khi tai khoan mang xa hoi bi chiém doat, chu tai khoan can nhanh chéng
thong bao ngay dén co quan quan 1y tai khoan mang xa hoi dé tién hanh kho4 tai
khoan, thong bao dén nguoi than, ban bé biét dé phong tranh, khéng chuyén tién
theo yéu cau cua dbi twong. Dong thoi tién hanh khoi phuc lai mat khau tai khoan
mang xa hoi dé léy lai tai khodan mang xa hoi bi chiém doat.
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2. Tuyét dbi khong nhan vao cac lién két la (link), hinh anh (Picture), tip
tin (File)... duoc ding tai trén cac nén tang mang xa hoi hoic duoc giri vao tin
nhan dién thoai, tin nhin tir cac ung dung nhian tin tac thoi (OTT) nhu Zalo,
Messenger, Telegram, Viper, Skype. .. khi chua kiém tra an toan thong tin.

3. Khong thuc hién theo bat ky yéu cau ndo cia cac d6i tugng dic biét 1a
yéu cau chuyén tién, cung cap ma OTP xéc thuc... khi chua xac minh thong tin,
tranh thiét hai vé tai san. Nguoi dan can lién hé truc tiép nguoi yéu cau chuyén
tién dé xac thuc lai thong tin cho chinh xac trudce khi chuyén tién.

4. Thuong xuyén ra quét cap nhat ban va 16 hong an toan thong tin trén cac
thiét bi (may tinh, di¢n thoai), phﬁn mém, g dung, dic biét 1a cac 16 héng trén
cac thiét bi m& cong khai trén Internet, h¢ diéu hanh nham han ché bé mait tin
cong, chit dong kiém soat dugc cac rui ro, thiét hai khi phat sinh.

5. Tham gia t6 giac t6i pham, phat dong phong trao Toan dan bao vé an
ninh t6 qudc va cac hoat dong tuyén truyén phd bién phap luat lién quan dé nang
cao nhan thuc, canh gidc ciia nguodi dan trude cac phuong thire, thu doan cua toi
pham cong nghé cao, tranh tr¢ thanh nan nhan cua to61 pham.

Cong an tinh bao cdo Chu tich UBND tinh nam, chi daoﬁm
Noinhgn: KT. GIAM POC
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Dai ta Huynh Thanh Lam
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